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INTRODUCTION
Privacy according to the Merriam Webster dictionary is defined as a state of being apart from company or observation. It is an important to any citizen of a country to have the sense of solitude which can also bring a sense of security, the lack of which can cause a myriad of problems in any given society. Privacy protection should be paramount and always closely monitored to prevent uneasiness and insecurity among citizens. Existing laws such as the privacy act of 1974 and the Fair Information Practice Principles have always been and still continue to be closely scrutinized because of the perceived loopholes in these laws. The need for the assurance of privacy of people and citizens cannot be overemphasized.
A privacy policy serves to protect information concerning an individual. Some legal documents disclose personal data partly while others unveil complete information concerning a person (Noordyke, 2019).  We’ve specific privacy laws enacted to protect usage of specific types of information. Some of these laws include; communication privacy laws, financial privacy laws, health privacy laws, information privacy laws, online privacy laws and privacy in one’s home. According to the Congressional Research Service (2019), Privacy laws should comprehensively secure government operations and its citizens. Many countries have established the importance of maintaining its information safe. Global trade association FIPP focuses on improving all media content industry aspects. FIPP does this through knowledge sharing, strategic partnerships and mutual co-operation. In this context the research will focus in protection of information shared by associations such as FIPP
BACKGROUD INFORMATION
In this digital age, privacy of an individual information is paramount. Recent breaches of high-profile data have raised concerns on safety of people electronic data. Inadequate corporate privacy, intentional intrusion in to both private and government networks and improper cybersecurity practices has exposed to unwanted recipients’ information of millions of individuals. Internet connectivity and usage has varied in form recently, information transfer over the internet is exponentially higher than in the recent past making the legislative paradigms which govern cybersecurity and data privacy complex and more technical. A total of 32 countries today have institutionalized privacy laws to help protect personal data within their jurisdiction reach. 
Personal identifiable information, commonly known by the acronym PII, is any data related to an individual from which individual distinctiveness can be ascertained.  Example include, an individual name, phone number, address, social security numbers and financial account numbers. PII with rapid advances in technology has expanded to include IP address, MAC address, GPS location details and device IDs. Today in a country like US, no single federal law to regulate protection of PII. What is available is a complex federal and state laws patchwork system. Listed below are some of the federal laws used to regulate collection, use, processing and disclosure of PII 
i. Consumer protection laws e.g. Federal Trade Commission Act (FTC Act), These laws prohibit unfair and misleading trade practices relating to collection, use, processing, and disclosure of PII.
ii.     Gramm-Leach-Bliley Act (GLBA)- They apply to financial institutions
iii.     Health Insurance Portability and Accountability Act (HIPAA), The apply to health care and health plan information.
iv.     Telephone Consumer Protection Act (TCPA), usually apply to telemarketing activities
v.     Controlling the Assault of Non-Solicited Pornography and Marketing Act (CAN-SPAM), which apply to commercial emails
vi.     Children's Online Privacy Protection Act (COPPA), which applies to the online collection of information from     children under 13
vii.     Fair Credit Reporting Act (FCRA), which apply to consumer credit and other information; and
viii.     Electronic Communications Privacy Act (ECPA) and the Computer Fraud and Abuse Act (CFAA), which regulate electronic communications and unauthorized computer use
At state level we’ve hundreds of privacy and data security laws decreed to govern protection of PII in addition to federal laws. These laws have varying scope and obligations. 
The six important principles for regulation
In US compliance with privacy law calls for proper understanding of various sectoral laws and information requirement in different sectors. Listed below are some of the protection principles which different sectors should use to safeguard clients’ PII
i. Lawfulness, fairness, and transparency. 
PII of any client should be lawfully collected and handled. Manner in which its used should be legit and for legitimate reasons. The client should be well aware on why the PII is needed to aid in making a decision. Entities should have a well outlined privacy policy on how PII will be protected and safeguarded. The policy should be clear, well detailed and easy to understand. Clients should have access and knowledge of information collected from them. Paper documentation should be digitalized were possible

ii. Purpose limitation.
Any PII collected from a particular individual should be adequate and relevant. It should not be in excess. Data collected should be on a need to know basis. There is need to have a completed form indicating client’s consent to collect, use and disclose PII for a specific purpose. The Client should be able to understand that he has the right to consent withdraw at any time
iii. Data minimization
A client has the right to know exactly how the information been collected is to be used. Entities should collect precisely what is needed. The client has the right to object nefarious information.
iv. Accuracy
Any personal information collected should be current accurate and complete. Different sectors requiring this information should have a proper was to efficiently make changes and update records.
v.  Storage limitation
Information of an individual collected by any entity should not be retained longer than necessary. Retention and purge schedule need to be set and followed to basics. If feasible a data removal software solution should be implemented. Upon disuse, paper documentation needs to be shredded
vi. Integrity and confidentiality (security)
PII protection from alteration, theft, unauthorized access and use requires firms and individuals to create inventories under their repositories for purpose of information flow.
Implement security measures such as access control, physical security, encryption and use of passwords. Human safeguards should also be put in place. Human safeguards include training on data protocol, data security, policy and procedure development and background checks
vii. Accountability
Any entity entrusted with personal information of any individual is responsible for protecting it in fully. That is from collecting, use, cataloguing, protection and finally in disposing it.
Entities trusted with a client PII should understand that the information is non-transferrable to third parties without consent and knowledge of the client. Online transfers should be done only if is there is adequate encryption measures.
Lawful basis for processing data 
The lawful bases for processing of data are set out in Article 6 of the GDPR. At least one of these must apply whenever you process personal data: The GDPR gives six scenarios in which processing of data may be permitted by law (Voigt, & Von dem Bussche, 2017). Anytime an organization is collecting individual personal information it’s of essence that the organization shows the ability to lawful handle that data in an event where there is breach in way in which the date is processed, the privacy is not guaranteed and court sermons might follow. For data to be processed, the subject should consent that his/her personal information is being handled for a reason.  According to Voigt, & Von dem Bussche, (2017) an individual has the right to allow processing of their data and have the authority to withdraw permission when they deem fit. No penalty should be held on any individual for withdrawing approval for his/her data from being processed. In the case of an employer and an employee, there should never exist an imbalance between the two parties. An employee may withdraw their information any time they feel appropriate. Listed below are some of the lawful ways of processing any personal data. 
i. Consent  
There should be a completed form or any other form of authorization showing consent of the client to allow a particular entity collect, use and disclose PII. The client should be made aware of his or her right to at any one-time to withdraw consent. The consent should be clear. The purpose for which the information is been collected should be understandable.
ii. Contract
This process is necessary for a contract you have with the individual, or because they have asked you to take specific steps before entering into a contract.
iii. Legal obligation
This process is necessary for you to comply with the law (not including contractual obligations). Client PII must be collected and handled lawfully, fairly, and in a transparent manner. This means the information will be used in a legitimate manner and for legitimate purposes.
iv. Vital interests
This processing is essential in protecting one’s life.
v. Public task
This processing is needed when one is obliged to perform a task in the public interest or for official functions, and the chore or function has a clear basis in law.
vi.  Legitimate interests
This processing is necessary for your genuine interests or the legitimate welfares of a third party, 
Importance of privacy laws
Why does privacy matter? Often courts and commentators struggle to coherent why privacy is dear. They see privacy abuses as often minor annoyances. But privacy matters a lot more than that. Below are some of the reasons why privacy matters.
1. Limit on Power
Privacy is a limit on government power, as well as the power of private sector companies. The more someone knows about us, the more power they can have over us. Personal data is used to make very important decisions in our lives. Personal data can be used to affect our reputations; and it can be used to influence our decisions and shape our behaviour. It can be used as a tool to exercise control over us. And in the wrong hands, personal data can be used to cause us great harm.
2. Respect for Individuals
Privacy is about respecting individuals. If a person has a reasonable desire to keep something private, it is disrespectful to ignore that person’s wishes without a compelling reason to do so. Of course, the desire for privacy can conflict with important values, so privacy may not always win out in the balance. Sometimes people’s desires for privacy are just brushed aside because of a view that the harm in doing so is trivial. Even if this doesn’t cause major injury, it demonstrates a lack of respect for that person. In a sense it is saying: “I care about my interests, but I don’t care about yours.”
3. Reputation Management
Privacy enables people to manage their reputations. How we are judged by others affects our opportunities, friendships, and overall well-being. Although we can’t have complete control over our reputations, we must have some ability to protect our reputations from being unfairly harmed. Protecting reputation depends on protecting against not only falsehoods but also certain truths. Knowing private details about people’s lives doesn’t necessarily lead to more accurate judgment about people. People judge badly, they judge in haste, they judge out of context, they judge without hearing the whole story, and they judge with hypocrisy. Privacy helps people protect themselves from these troublesome judgments.
4. Maintaining Appropriate Social Boundaries
People establish boundaries from others in society. These boundaries are both physical and informational. We need places of solitude to retreat to, places where we are free of the gaze of others in order to relax and feel at ease. We also establish informational boundaries, and we have an elaborate set of these boundaries for the many different relationships we have. Privacy helps people manage these boundaries. Breaches of these boundaries can create awkward social situations and damage our relationships. Privacy is also helpful to reduce the social friction we encounter in life. Most people don’t want everybody to know everything about them – hence the phrase “none of your business.” And sometimes we don’t want to know everything about other people — hence the phrase “too much information.”
5. Trust
In relationships, whether personal, professional, governmental, or commercial, we depend upon trusting the other party. Breaches of confidentiality are breaches of that trust. In professional relationships such as our relationships with doctors and lawyers, this trust is key to maintaining candour in the relationship. Likewise, we trust other people we interact with as well as the companies we do business with. When trust is breached in one relationship, that could make us more reluctant to trust in other relationships.
6. Control Over One’s Life
Personal data is essential to so many decisions made about us, from whether we get a loan, a license or a job to our personal and professional reputations. Personal data is used to determine whether we are investigated by the government, or searched at the airport, or denied the ability to fly. Indeed, personal data affects nearly everything, including what messages and content we see on the Internet. Without having knowledge of what data is being used, how it is being used, the ability to correct and amend it, we are virtually helpless in today’s world. Moreover, we are helpless without the ability to have a say in how our data is used or the ability to object and have legitimate grievances be heard when data uses can harm us. One of the hallmarks of freedom is having autonomy and control over our lives, and we can’t have that if so many important decisions about us are being made in secret without our awareness or participation.
7. Freedom of Thought and Speech
Privacy is key to freedom of thought. A watchful eye over everything we read or watch can chill us from exploring ideas outside the mainstream. Privacy is also key to protecting speaking unpopular messages. And privacy doesn’t just protect fringe activities. We may want to criticize people we know to others yet not share that criticism with the world. A person might want to explore ideas that their family or friends or colleagues dislike.
8. Freedom of Social and Political Activities
Privacy helps protect our ability to associate with other people and engage in political activity. A key component of freedom of political association is the ability to do so with privacy if one chooses. We protect privacy at the ballot because of the concern that failing to do so would chill people’s voting their true conscience. Privacy of the associations and activities that lead up to going to the voting booth matters as well, because this is how we form and discuss our political beliefs. The watchful eye can disrupt and unduly influence these activities.
9. Ability to Change and Have Second Chances
Many people are not static; they change and grow throughout their lives. There is a great value in the ability to have a second chance, to be able to move beyond a mistake, to be able to reinvent oneself. Privacy nurtures this ability. It allows people to grow and mature without being shackled with all the foolish things they might have done in the past. Certainly, not all misdeeds should be shielded, but some should be, because we want to encourage and facilitate growth and improvement.
10. Not Having to Explain or Justify Oneself
An important reason why privacy matters is not having to explain or justify oneself. We may do a lot of things which, if judged from afar by others lacking complete knowledge or understanding, may seem odd or embarrassing or worse. It can be a heavy burden if we constantly have to wonder how everything we do will be perceived by others and have to be at the ready to explain.
CONCLUSION
In conclusion, privacy laws enable individuals to have boundaries and protect themselves from unwarranted interference. Exposure of private data to the public may have far-fetching consequences. Fraud and cyber-crime occur as a result of the careless handling of individual personal data. Countries should always strive to ensure policies regarding privacy are adhered to by all citizens. Privacy results in harmonious co-existence, and thus everyone should embrace it. People often exercise power over their privacy. Individuals should have freedom on what is aired to the public about themselves, and what they keep in secret. Privacy policies are essential and play crucial roles in any country .Governments should have protective measures in place to protect whatever information they have in their databases. Privacy is mandatory and any institution entrusted with any personal details should them protect to the core. The economy often grows when there is trust among stakeholders of a country. Privacy laws often help in maintaining social boundaries. Technology is changing hence privacy clauses need to revised to fit the manner in which personal data is been handled. It’s a continuous process.
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